Biometric is uses to identify authorized person based on specific physiological or behavioral features. Template protection is a crucial requirement when designing an authentication system, where the template could be modified by attacker. Hill Cipher is a block cipher and symmetric key algorithm it has several advantages such as simplicity, high speed and high throughput can be used to protect Biometric Template. Unfortunately, Hill Cipher has some disadvantages such as takes smaller sizes of blocks, very simple and vulnerable for exhaustive key search attack and known plain text attack, also the key matrix which entered should be invertible. This paper proposed an enhancement to overcome these drawbacks of Hill Cipher by using a large and random key with large data block, beside overcome the Invertible-key Matrix problem. The efficiency of encryption has been checked out by Normalized Correlation Coefficient (NCC) and running time.
INTRODUCTION
Biometric Template protection has been gaining more attention in recent years and attempts in different directions have proven promising [1] . Templates are unlike passwords and tokens they cannot be revoked and reissued this led to become biometric template security is an important issue and protecting the template is a challenging task due to intra user variability in the acquired biometric traits, based on knowledge of the biometric characteristics. In fact, some of features can be covertly acquired or stolen by an attacker and misused. This is clearly a serious problem [2] . Template protection algorithms also depend on the biometric trait and in our research we chose to focus on iris based biometric systems. Iris based-biometric systems have many advantages over other biometric traits: (i) the iris is protected inside the human body and is, hence, less prone to environmental factors like cuts, sweat, dirt, etc, as in the case of fingerprints, (ii) the iris cannot be surgically manipulated without significant risk to the vision, (iii) the iris' reaction to light offers one of many methods of livelihood test against artifice, (iv) iris-based biometric systems [3] [4] [5] , have proven to be highly accurate. In this paper we propose a biometric protection approach based on enhanced Hill Cipher, it has been improved to be more secure.
HILL CIPHER ALGORITHM
Hill Cipher is a block cipher and symmetric key algorithm, it was introduced to the journal of mathematics by Lester Hill as a short paper and published in 1929 [6] . Hill Cipher has several advantages such as disguising letter frequencies of the plaintext, simplicity because of using basic matrix operations, high speed, high throughput [7] , [8] . Unfortunately it has some disadvantages such as takes the smaller sizes of blocks so key length is shorter, very simple and vulnerable for exhaustive key search attack and known plain text attack, also the key matrix which entered should be invertible. In a Hill cipher, the key is a non-singular matrix of size b×b where b is the size of the block. Let us consider an arbitrary plaintext string of length n , defined over an alphabet of order M .We divide that plaintext into l blocks of length b, where b is an arbitrarily chosen positive integer and l = [n / b] . Now if the length n is not a multiple of M, the last plaintext block must be padded with n −b l extra characters. Each character in the alphabet is coded with a unique integer in {0, 1, ... , M−1}, in other words, all the characters in the alphabet are mapped to the ring Z M . The n plaintext blocks can be rewritten as l × b matrix P over Z M . The secret key matrix K b×b with coefficients in Z M . Hill encryption can be performed by computing.
Similarly, decryption is performed by computing
There might be some problems due to the fact that decryption require K -1 over Z M . But in fact, those matrices K with determinant 0, or with a determinant that has common factors with the modulus M, will be singular over Z M , and so they do not have inverse and therefore they will not be eligible as key matrices in the Hill cipher algorithm [6] , [9] , [10] . The proposed enhancement is inspired from a number of researches which are related to cryptography biometric techniques.
RELATED WORKS
Many of researchers have proposed techniques to keep the security of biometric data. One of the suggested techniques was Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from Permissions@acm.org. by [11] , proposed a behavioral biometric key generation based on keystroke biometrics. They use dynamic features (duration of keystrokes and latencies between keystrokes) to strengthen a user's password. This scheme makes the system more secure by adding 15 bits of entropy to the password for 15 dynamic features [12] . In their later works [13] , [14] they applied this scheme to voice data. The algorithm to generate cryptographic keys from voices was mainly based on the speaker verification and identification technologies, such as digital signal processing, feature extraction, and the vector quantization technique. Consequently, their system was eventually able to generate cryptographic keys up to 60 bits from voice features. However, the False Rejection Rate (FRR) was still high (20%). Moreover, since their approach was based on the VQ technique, the system left useful information which can be used in gaining access to the system. Various modification methods for Hill Cipher is proposed by researchers. Hill cipher algorithm cannot effectively encrypt images that contain large areas of a single color. Bibhudendra Acharya et al. have proposed a novel technique which is a modified version of Hill cipher algorithm for image encryption named H-S-X (Hill-Shift-XOR) which can be applied to any type of images whether they are color or gray. H-S-X algorithm is more secure to brute force attacks as compared to original Hill cipher algorithm. A Brute Force Attack requires 2 8 2 n number of key generations; where n is the order of key matrix. This scheme is resistant against known plaintext attacks due to the shifting steps. Plaintext attacks, if the H-S-X steps are repeated. H-S-X scheme is slow compared to original Hill cipher [15] . Ahmed Desokyi and Anju Panicker Madhusoodhanan propose Hill Cipher modification for application of binary data. The bitwise matrix multiplication is used for encryption and decryption process in which when values in the matrices are multiplied, bitwise AND is used and when values are added bitwise XOR is used. The plaintext is converted into a series of planes and each plane is encoded using eight different key matrix so known plaintext attack is infeasible. Other known methods of attacks like chosen plaintext and chosen cipher text attacks also become increasingly difficult as the plaintext and cipher text are scrambled as a result of using them as planes. Hill Cipher does not preserve the statistics of the plaintext. Therefore it is extremely difficult to break a Hill Cipher code with cipher text only attack [16] . Abdelahaliem Abbas Othman proposed the method, Binary LU Encryption (BLUE), matrices are defined over binary field {0,1}. Since the modulus is 2, multiplication and addition operations can be replaced by binary "AND" and "XOR" respectively. Using binary matrices with logical operations for encryption and decryption, instead of matrices of integers and modular arithmetic gives high performance and allows for easy hardware implementation of BLUE. The relation between Plaintext (P), Key matrix (K) , encryption operator (Q ) and Ciphertext (C ) is manyto-one so all kinds of cryptanalysis attacks like Ciphertext only, Known plaintext, Chosen plaintext and Chosen cipher text are found to be useless for proposed system [17] . Provide security against various cryptanalysis attacks like Ciphertext only, Known plaintext, Chosen plaintext and Chosen cipher text. But as we increase security strength of Hill Cipher the computation cost and complexity of algorithm is increases.
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PROPOSED METHOD
In our paper some improvements have been proposed to the classic Hill cipher to overcome its problems. Proposed system consist of two phases, encryption and decryption, the system has been implemented in MATLAB 8.1. The key has become random and variable size based on the password entered by a user. The Invertible-Matrix problem has been solved as well, where in classic method key matrix should has an inverse (InvertibleMatrix) that is required in the decryption process and user has to enter a key for N of times with testing processes to check if the key matrix invertible or non-invertible using long procedures, this may take long time which is making the method not efficient. Therefore and to solve this problem the proposed method suggest replacing summation instead of multiplication in the encryption process. For complexity the Pseudo random generator (PRG) function has been used. Pseudo random generator allow to produce high quality random sequences at low costs making them very useful in cryptography [18] . In the proposed method the variable seed has been reset programmatically, so it will generate same sequence of keys when run again. In addition the encryption processes repeated for N times for each template to be more complex and secure, so there are N different keys uses for encryption.
The steps of the encryption will be as follow:
Salient Iris image features are extracted using some feature transformation technique and get converted into digital form. This digital information is stored in the database which is known as Biometric Template.
Input: Password (S) / Base X
Output: Encrypted Template C (i)
Step 1: Read Biometric Template T (i)
Step 2: Calculate the length (L) of the Template
Step3: generate random key (K) from the entered password using Pseudo random generator (PRG) function to generate a random key.
Since this function generates different key each time because of the random seed, the default seed has been reset programmatically before using it, so it will generate same sequence of keys when run again, so can use it during matching process.
Where: S is the password entered by the user / L is length of Template
Step 4: arrange Key vector in 2D matrix K= (4)
Step 5: Arrange Template vector into 2D square matrix
Step 6: perform the encryption equation:
Step 7: Repeat Step 3 to Step 6 (N) Times
Step 8:
Proposed algorithm: encryption algorithm shown in Figure 1 , where:
Figure 1. Flow diagram of proposed technique for encryption
The steps of the decryption will be as follow:
The decryption algorithm is basically follows the reverse processes of the encrypting steps to obtain the plaintext. After extracting the cipher text bits stream from the cover image, decryption processes will begin as follows:
Step 1: Read Encrypted Template C (i)
Step 2: Calculate the length (L) of the Template C (i)
Step 4: arrange Key vector in 2D matrix
Step 7: Repeat Step 3 to
Step 6 (N) Times
Step 8: i=i+1 Repeat steps 1 to step 8 until complete all templates.
Proposed algorithm: Decryption algorithm shown in Figure 2 , where:
Figure 2. Flow diagram of proposed technique for Decryption
ANALYSIS OF ENCRYPTION
In the proposed method a block cipher have been improved by modifying the Hill cipher. 
Where M is original secret message, M' is extracted secret message
The "normalized cross correlation" is a measure of the dissimilarity between the original and encrypted message, the range of NC metric values is between 0 (dissimilar) and 1 (similar). Table 1 shows the NC of the encrypted Iris images and compare the result with the original Hill cipher algorithm, decrease in NC value indicates difference between the original and the encrypted images. 
RUNNING TIME ANALYSIS
The proposed system has been implemented on the template data of various sizes time calculated at the time encryption and decryption, the used programming language MATLAB 8.1. Figure 4 shows the comparison result for encryption and decryption running time between the original and improved Hill cipher, the results show running time less than the original method especially when the template size increase.
Encryption running times
Decryption running times 
CONCLUSIONS
The proposed enhancement for classic Hill Cipher make it more complex by adding Pseudorandom Generator and repeating the encryption processes for N time, at seem time the enhancement keep the simplicity of the method, invertible key problem solved as well by changing multiplication to summation during encryption process. Based on results it is become useful for protecting the templates from attacker's threats.
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